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ABSTRACT: The increasing frequency, sophistication, and financial impact of cyberattacks against financial institutions 

demand a proactive instead of a reactive approach. One current direction consists of the adoption of Cloud-Native 

Architecture principles supported by DevOps practices driven by Automation and AIOps tools supplied as-a-Service by 

cloud providers. Taking into consideration the property of security for the deployment of Payment Systems is paramount, 

it is proposed a Security-as-a-Service solution using Generative Artificial Intelligence techniques to induce Risk Models. 

This approach applied within the Design-and-Build phases of the DevOps Automation might link the application code 

with the risk/security posture of the Payment System and support effective decision-making regarding the 

acceptance/rejection of the software deployment or update. 

 

Generative Artificial Intelligence techniques have been used for textual completion since the introduction of the 

Transformer architecture. It can be used to induce Risk Models since usually a Risk Model can be represented in a tabular 

structure summarized by its three fundamental components: Asset, Threat, and Vulnerability. Recent advances in 

confidential computing and secure enclaves enable the processing of sensitive information without exposing the input 

data. 

 

KEYWORDS: DevOps, financial services, payments, security, cloud, microservices, infrastructure, continuous delivery, 

automation, generative AI. 

 

I. INTRODUCTION 

 

Digital payment enables an instantaneous transfer mechanism for payments, which is much faster than traditional banking 

channels. In recent years, the volume of digital payment transactions has increased significantly and is expected to 

continue growing at high rates; therefore, it is essential that such payment systems are secure, reliable, and available. 

However, the demand for continuous delivery of new features and services introduces new challenges to the operational 

aspects of payment systems, leading to a need for a more frequent and automated way of releasing and deploying code 

that requires the collaboration of Development and Operations teams. 

 

The objective of this research work is to demonstrate a cloud-native payment architecture that applies security-by-design 

concepts and automated CI/CD pipelines for the end-to-end secure development and deployment of a digital payment 

system. Cloud-native DevOps Security sites (DevSecOps) practices, i.e., the combination of a cloud-native operational 

stack with security, privacy, compliance, reliability, and resilience perspectives, enhance the security of the digital 

payment stack. AI-based Generative Adversarial networks (GANs) are integrated to automate the identification of new 

attack patterns and provide the detected anomalies as extra risk factors for the new payments to be processed. Shaping 

cloud-native financial payment systems around these key directions makes them more secure and reliable while providing 

higher-quality input for subsequent business processes. 
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Fig 1: Generative AI in DevOps 

 

1.1. Background and Significance: Recent reports reveal that criminal groups are increasingly targeting financial 

institutions through cyberattacks, money laundering, and illegal operations. Although payment processing services 

provided by companies such as PayPal, Adyen, and Stripe are becoming more popular, little attention is paid to the 

security of underlying payment systems. As payment service providers (PSPs) now have to process higher volumes of 

transactions and diverse transaction types across multiple channels such as web-based, mobile, QR code, NFC, and bank 

transfer, security, performance, and availability have become significant concerns. Cloud-native architecture, that is, the 

DevOps- and SRE-driven implementation of the supporting infrastructure, and integrated risk modeling and analysis 

based on Generative AI can complement enhancements to core payment processing subsystems, addressing these 

concerns. 

 

Emerging concepts, products, and services exploiting the potential of Generative AI promise disruptive advances across 

multiple domains. Within risk management, using Generative AI for forward-looking risk analysis remains 

underexplored, particularly in generating and updating the underlying risk models. Large Language Models (LLMs), 

which are recent breakthroughs in Generative AI, can significantly improve the data management-related tasks of risk 

modeling and data preparation toward risk analysis.  

 

Equation 1: SLA and Availability (ties to “SLA specifies % uptime” and Active-Active redundancy) 

Step 1: Define variables 

 Let 𝑇 = total time window (e.g., 30 days) 

 Let 𝐷 = total downtime in that window 

Step 2: Availability definition 

𝐴  =  
𝑇 − 𝐷

𝑇
 =  1 −

𝐷

𝑇
 

Step 3: Downtime allowed for an SLA  

If SLA requires 𝐴 ≥ 𝐴∗, then: 

1 −
𝐷

𝑇
≥ 𝐴∗  ⇒ 

𝐷

𝑇
≤ 1 − 𝐴∗  ⇒  𝐷 ≤ (1 − 𝐴∗)𝑇 

Step 4: Active-Active (2 independent sites)  

If each site has availability 𝐴, then each site’s downtime probability is (1 − 𝐴).  

Service is down only if both sites are down: 

𝐴𝐴𝐴 = 1 − (1 − 𝐴)2 = 2𝐴 − 𝐴2 

Step 5: N-replica redundancy 

𝐴𝑁 = 1 − (1 − 𝐴)𝑁 

➡️ The PDF shows a graph of 𝐴𝑁 vs 𝐴 for single site, 2 replicas, and 3 replicas. 

 

II. FOUNDATIONAL PRINCIPLES AND REQUIREMENTS 

 

Design principles and requirements form the broader foundation for the secure cloud-native financial payment system 

architecture. As financial payment systems typically deal with sensitive customer data, compromises of such systems 

would cause severe security, privacy, and compliance (SPC) violations. Therefore, SPC is the primary requirement. Apart 

from SPC, reliability and availability are very important. Such systems should provide service consistently and be 

available to end customers even during a network or data-center failure via cloud-native design. 

 

Information security comprises measures intended to safeguard a computer's digital information from modification, 

disruption, destruction, or disclosure. In simple language, it is the protection of information systems from compromise. 
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For cloud-native financial payment systems, SPC requirements include securing sensitive customer data stored in or 

passing through the system; achieving privacy compliance in exposing data to generative AI tools and cloud-based 

analytics; securing the AI/ML and prediction models (which also contain sensitive data such as bank authorization keys) 

from theft and/or malicious prediction; defining and implementing strong data access and sharing policies to leak minimal 

or no data; and achieving legal compliance regarding financial data handling, as mandated by abroad-based regulations 

(for example, GDPR, PCI-DSS) by efficiently managing data location in distributed multi-cloud deployments. 

 

 
 

2.1. Security, Privacy, and Compliance: Architectural and component-level security is paramount for any payment 

processing system handling financial transactions of end customers. Payment systems must operate in accordance with 

standards imposed by the Payment Card Industry Data Security Standard (PCI DSS). PCI DSS defines a set of minimum-

security requirements that cover various components of the system and its surroundings. 

 

The PCI requirements mandate a comprehensive definition, design, establishment, and continuous management of the 

Payment Card Account Data Environment (PA-DSS). This management process includes the determination of applicable 

level 1, 2, 3, and 4 functions to be implemented and operated by acquirers, merchants, and service providers. The specific 

requirements include protecting cardholder data during transmission and storage, creating and maintaining secure systems 

and applications, implementing strong access authentication, restricting access based on role, tracking and monitoring 

network resources, a policy and regular testing of security measures, and frequently supporting system monitoring access. 

Alongside these requirements, the PCI DSS requires various security practices such as risk analysis, development of a 

security policy, regular security awareness training for staff, and continuity of operations testing. 

 

Data privacy is a core requirement and challenge for cloud-native payments. To be serious about creating a business-

driven privacy-preserving architecture, payments must primarily operate around real customer data that is sensitive and 

private (real PCI personal sensitive information). In essence, all payment transactions can concern sensitive real data. 

PCI represents some of the sensitive data that can be used for data privacy-preserving risk analysis when the original data 

cannot be used or applied. Thus, whenever sensitive data are involved in the card transaction processes, generating 

privacy-preserving synthetic data will always be a key. Synthetic data for payments play an important role in many 

business cases, enabling payments to deeply understand customer experience and optimize their products and services. 

The effort to create an effective solution to properly generate synthetic payment data will nicely balance the business 

class with the privacy-preserving class. 

 

Security measures must also fulfil the security assessment requirements. These must include proper definition of the risk 

detection and risk analysis procedure for the success of the risk model to be created and applied to reinforce the overall 

security of the business and enable quick and targeted incident responses and security controls (that can be considered as 

remediation) during incidents. 

 

2.2. Reliability and Availability: Service availability should be maximized to minimize business disruption. Market 

stability may allow components to be brought offline for maintenance during off-peak hours and supported by Disaster 

Recovery capabilities for extensive failures. The Service Level Agreement (SLA) specifies the percentage of uptime that 

must be guaranteed. Service Reliability Engineering (SRE) can be adopted and complemented with chaos-engineering 

approaches to improve failure detection, testing, and simulation. 
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If designed without maintenance windows, the platform is designed with redundancy for reliability, availability, and 

scalability. An Active-Active Data Center (DC) failover is an example of achieving high availability; on each side, the 

capacity is doubled. Two redundant DCs, each covering the other side, along with a Data Loss Prevention (DLP) system 

to ensure an Information Security Management System (ISMS), thus generating a Highly Available DR (HA-DR) 

approach. Active-passive architecture allows for a greater divide between DCs and greater separation of risks. Heat maps 

can ensure investment and focus are allocated where losses can be reduced the most. 

 

Equation 2: Risk Modeling and Risk Scoring (ties to “risk scoring system” + risk model) 

Step 1: Consider discrete scenarios 𝑠 (e.g., account takeover, data leak, DoS).  

Let: 

 𝑃(𝑠) = probability of scenario 𝑠 

 𝐿(𝑠) = loss if scenario 𝑠 occurs 

Step 2: Expected loss risk: 

Risk = 𝔼[𝐿] =∑𝑃

𝑠

(𝑠) 𝐿(𝑠) 

For each tuple 𝑖 (asset, threat, vulnerability): 

 likelihood 𝑝𝑖 ∈ [0,1] 
 impact 𝐼𝑖  (e.g., dollars) 

Risk𝑖 = 𝑝𝑖 ⋅ 𝐼𝑖 , Total risk = ∑Risk𝑖
𝑖

 

➡️ The PDF includes a table with sample Asset–Threat–Vulnerability rows and a bar chart of expected loss by asset. 

Let transaction features be 𝑥 = [𝑥1, … , 𝑥𝑑].  

Linear score: 

𝑧 = 𝑤0 +∑𝑤𝑗

𝑑

𝑗=1

𝑥𝑗  

Convert to probability via sigmoid: 

𝑝 = 𝜎(𝑧) =
1

1 + 𝑒−𝑧
 

Decision rule (example): 

Approve if 𝑝 < 𝜏,   else hold/review/deny 

➡️ The PDF includes the logistic curve graph 𝑝 vs 𝑧. 

 

III. ARCHITECTURAL OVERVIEW 

 

Initial payment transaction processing stages, including ingestion, validation, authorization, encryption, and key 

management, are discussed. A secure stack leveraging function already available in public cloud providers helps reduce 

development time and costs. Integrated operations, security, and privacy risk analysis tools, based on generative AI, 

provide more resilient security controls. Sourcing specialist cloud functions from these providers allows payment 

transactions to be processed and supported by Pays-as-You-Use business models with tools from Cloud Service 

Providers. 

 

Foundational principles related to cloud-native architecture are first examined, laying the basis for the design of cloud-

native payment transactions, based on services offered by cloud providers. Payments from their inception through 

ingestion and validation are highlighted, capturing how they fit into the financial risk environment. Many payment 

transactions are generated from orders placed on retail websites; a model that captures their risk architecture is briefly 

outlined, and a high-level perspective of data flows during integrated development and deployment is introduced, 

followed by more detail on general automated deployment. 

 

3.1. Cloud-Native Paradigms for Payments: Delivering high-performance, scalable, and fault-tolerant online payment 

processing systems is a significant engineering challenge. To address these challenges, the payment stack can be fully 

rebuilt by utilizing the most up-to-date cloud-native and DevOps paradigms. Payment request ingestion and validation 

as well as payment transaction authorization and settlement can run as fully managed services in the cloud. Generative 

AI-based risk analysis can provide risk probability scores and supporting evidence with fast response times and high 

throughput. DevSecOps pipelines can provide an automated framework for monitoring, testing, and securing all aspects 

of the system. 
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All payment transactions are passed through a transaction-router service that performs ingestion, transaction validation, 

risk scoring, log forwarding, and alert generation. Ingestion implements message flow control, load balancing, and fault 

detection, while validation checks for missing, invalid, duplicate, and corrupted messages. The transaction-router-proxy 

service acts as an ingress controller for the transaction-router service and provides domain name system services. An 

automated risk-scoring system uses generative AI techniques and a risk-model server to build and deploy risk 

classification models that respond in near real time with predictions and supporting evidence. All alerts and log records 

are forwarded to the security-information-and-event-management platform. Payment transaction requests are ingested, 

validated, authorized, and sent for settlement. 

 
Fig 2: Cloud-Native DevOps 

 

3.2. DevOps and SRE Practices: Security postures are verified and validated early in the software lifecycle, preferably 

on every commit, by employing integrated security toolchains in continuous integration/continuous delivery (CI/CD). 

The DevOps philosophy includes an absolute commitment to supporting change in production environments that may 

include more than 50% of servers every day, requiring cyber-resilient security implementations that expect, detect, and 

recover from compromise rather than attempting to prevent it. Specifically, reliance on perimeter security should diminish 

as systems move to the cloud and operating environments become shared. Failure of any control should be anticipated, 

enabling rapid recovery without significant brand reputation loss. National standards recommend reducing recovery time 

to less than 24 hours for major financial systems, and the trend is toward much faster recovery times of less than 8 hours. 

Indeed, fast recovery is becoming a cornerstone of cyber-resilient security for financial services, particularly in retail 

payment systems. 

 

Cloud-native SRE principles and practices automate operational workloads, increase operational robustness, and 

minimize operational toil. A blameless culture normalizes the postmortem process, enables the emergence of training 

and knowledge documents that are not the sole responsibility of the affected individuals, and facilitates passage into 

corrective engineering. Redundant and diverse implementation of devops.gov Sachdeva’s principles assures continuous 

security assessment during production, development, and design phases. Detection of anomalies signals the emergence 

of novel attack patterns as soon as possible, and a minimalist alerting strategy increases the signal-to-noise ratio. 

Penetration tests, exercises, continual testing of backup and restore procedures exercise and validate the success of these 

treatments. 

 

IV. SECURE PAYMENT PROCESSING STACK 

 

The secure payment stack described is designed for processing transactions Trusted Execution Environment (TEE) and 

Smart Contract architectures avoid reliance on privileged code performing critical processing. Transactions are generated 

by clients and travel through a sequence of functional blocks: ingestion and validation, who is accessing the transition, 

assets involved, policies governing transition from state to state of stakeholders, and the proper regenerated data to shape 

the transaction. 

 

Ingestion readies the transaction for approval by systems of record (SoR) that ensure desired properties are met when 

providing consent. Approval or denial decisions capture how available resources and privileges relate to enclosed 

policies, while logs record pending and awaited responses. During analysis activities, detections and risk-result 

correlations are fed back for completeness, risk sensitivity optimization, and communication retraining. Reactions to 

approvable transactions are responsive automatic transactions or semaphore-type notifications. 
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4.1. Transaction Ingestion and Validation: Although ingestion pipelines are typically considered part of data 

processing rather than application runtime, the points of integration of inbound payment messages of a financial system 

have close relationships to some of the explanations and analyses of security and stability. In the cases of security and 

compliance, the relationship involves the initiation of transactions and their interaction with detection mechanisms, such 

as anti-money-laundering services. In the case of reliability and availability, the distinction between application runtime 

and data processing can be blurred by considerations relating to both the applicability of the processing to payments still 

in transit and the desire to investigate holistically other payment-system activities that are more frequently proxied over 

the messaging layers than executed in line with the traditional batch-processing paradigm. 

 

Transaction ingestion consists of admitting external messages from a payment enabler, such as a merchant service 

provider, a payment network, or a payment gateway. Each payment message must be validated to ensure its completeness 

and conformity with accepted structure prior to further action. Validation must be in accordance with the acceptance 

criteria of the adjustment service performing the validation, with the criteria addressing both general issues and any 

business activity checks deemed necessary. Depending on the especially relevant focus for the detection mechanism, 

alerts about messages failing to validate might be flagged to either risk or operational business analysts for decision-

making. 

 

Equation 3: GAN / Adversarial Training Objective (ties to GAN mention + adversarial training) 

Let: 

 Generator 𝐺(𝑧; 𝜃𝐺) maps noise 𝑧 ∼ 𝑝(𝑧) to synthetic sample 𝐺(𝑧) 
 Discriminator 𝐷(𝑥; 𝜃𝐷) outputs probability sample 𝑥 is real 

Step 1: Discriminator wants 

 𝐷(𝑥) high for real data 𝑥 ∼ 𝑝data 

 𝐷(𝐺(𝑧)) low for generated data 

So maximize: 

𝑉(𝐷, 𝐺) = 𝔼𝑥∼𝑝𝑑𝑎𝑡𝑎[log𝐷(𝑥)] + 𝔼𝑧∼𝑝(𝑧) [log (1 − 𝐷(𝐺(𝑧)))] 

Step 2: Min–max game 

max
𝐷

𝑉(𝐷, 𝐺) and min
𝐺
𝑉(𝐷, 𝐺) 

Step 3: Common generator alternative (better gradients)  

Instead of minimizing log (1 − 𝐷(𝐺(𝑧))), maximize log (𝐷(𝐺(𝑧))). 

 

4.2. Authorization, Authentication, and Access Control Authorization, authentication, and access control are critical 

components of any secure system. Different services and users require different access privileges. Authorization 

mechanisms automatically grant or restrict transaction approval authority based on user role and transaction type. 

Payment services should implement multifactor authentication. 

 

Everyone risks losing or exposing sensitive information, such as passwords, security tokens, and cryptographic keys. 

They can share legitimate information due to phishing, collusion, or other attacks. Access control limits the exposure of 

secret information in case it falls into the wrong hands. It also mitigates security risks caused by shared information. 

Payment services need to monitor critical services, personnel, and resources constantly. 
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Access control may make services less usable. Payments require keys for credit checks, fraud detection, and other 

monitoring and control tasks. Security mechanisms should minimize risk without increasing usability issues beyond 

reasonable limits. Data Minima can help by collecting and processing only the data necessary for approval and execution 

or by using privacy-preserving methods. 

 

For payments relying on public-key cryptography, private keys must be protected. Protecting keys while allowing them 

to decrypt secret information is a classic problem, and several solutions have been proposed. 

 

V. GENERATIVE AI RISK ANALYSIS INTEGRATION 

 

Risk analysis is essential for all payment processing businesses, and integrating increasingly accurate Generative AI-

based Risk Analysis modules in an easy-to-use way can really boost transaction security and data relevance for payment 

companies. Payment Systems for Risk Analysis offers a framework to model financial transaction risk with Generative 

AI. Generative techniques can help streamline the process of identifying risks in various Transactions like Payments – 

Debit/Credit etc., Investment Transactions, Domain-based Transactions, Device-level Transactions, Corporate 

Transactions and Financial Transactions etc., through advanced AI modelling tricks. Risk in any domain is almost 

inevitable, and with growing Cybersecurity Threats and Intrusion Attacks, it is exceedingly likely that Generative AI are 

going to play a pivotal role in risk identification across multiple domains. 

 

The Data Generation Flow components generate training data and provide a scrutinizing Data Advancement process 

which enhances risk model performance. Generative AI-based Risk Analysis should collect data such that Privacy for 

Payment Transaction is very important. Solution Privacy Approach enables extracting the facility to be used for finding 

data at higher accuracy without the data leakage but without gaining solution converting keys. Security measures while 

dealing with generative AI technologies are critical in Data Merging Process involved along with Generative AI. The 

risks in Generative AI are novel and varied due to the very nature of the underlying AI models and their application in a 

multitude of tasks, which hence become very domain specific. The risks differ based on the path followed by the 

generative AI solution: data preparation, model development, model deployment, or application. 

 

 
 

Fig 3: Generative AI Risk Analysis Integration 

 

5.1. Risk Modeling with Generative Techniques: Risk models are based on uncertainty in the values of the variables 

involved. In a cartoonish view of financial transactions, risk can depend on, for example, the identity of the transaction 

initiator, whether it is a buy or a sale, the relationship of the buyer and the seller, how much money flows and who is 

receiving it. In a more realistic setting where hundreds to thousands of attributes come into play, whether explicitly or 

implicitly, the direct use of generative AI methods requires a more delicate handling and cannot simply consist of 

representing in a symbolic way the different classes and their ritual actions. However, the intuitive capabilities of 

generative AI methods can be exploited by using them for the modeling of major risk exposure categories inside the 

transactions, which is the key aspect concerning the complicated and specific nature of the specific market where the 

transactions belong to. 

 

To get a sense about how much money is needed to influence the market for a given transaction (spatial risk), the set of 

all transactions of a particular market category forming the set of transactions that happened in that market category at a 

time will be used to provide the context of the transaction. The identity of the user will not be used in this first-generation 

model. Generative AI will be used to model the amount of funds required to significantly influence the supply demand 

balance in the market. In time, the Stable diffusion or Imagen method could then provide this spatial risk index to all the 

transactions in its domain.  

 

5.2. Data Handling, Privacy Preservation, and Model Security: Modern payment systems collect tremendous amounts 

of sensitive personal information. Such data are valuable targets for unauthorized access, where success is likely given 
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that most organizations have weak shields like user passwords. The GDPR imposes strict conditions on the processing 

and storage of personal data, mandating that it be minimized and, if truly required for the purposes pursued, employed 

only in an irreversible form. Thus, using personal information in neural networks must be governed by a combination of 

the GDPR principles of data minimization, proper anonymization, and appropriate defense of the learning models. 

 

The principle of data minimization indicates that during training, the generative techniques should work over as little real 

data as possible. User data from other systems can be inserted into the training pipeline in such a way that only a small 

subset of samples of actual users of the payment system can be employed with GANs to generate new synthetic users 

that differ statistically from real users in a way that does not compromise privacy. Proper anonymization is particularly 

important in the payment context since the bank transactions could reveal information about private and sensitive 

behaviors of the users, once these transaction flows can be reconstructed. As a general    principle, data cannot be restored 

from the generated samples by using a GAN, however, if information about the user payment behavior is included during 

the training, it could be very difficult to ensure that user privacy is preserved and does not compromise the legal 

requirements. Data anonymization techniques have been proposed and proven successful in ensuring the protection of 

the personal data used in GAN training without compromising the quality of the generated data and images. 

 

A product of the Generative AI Risk Analysis feature is a generative model able to simulate the damage caused by 

potential cyberattacks. The generated model is not allowed to be used in real scenarios. Organizations investing their 

resources in composing and training such a model must be protected against the scenario where the model is stolen, and 

its use becomes free. The GAN model must hide every detail and specificity of the real data, thus rendering the generated 

model a poor emulator of the original data. Adversarial training could be used as an appropriate strategy to generate such 

a defense buffering the above risk. 

 

VI. DEVOPS AUTOMATION AND CLOUD-NATIVE TOOLS 

 

Empowering an automated, secure, and reliable architecture for a modern payment system through the ecosystem of 

CI/CD pipelines built using cloud-native tools and DevOps principles. 

 

Cloud-native and DevOps practices enable fast and secure delivery of modern business applications. They lay down 

principles that can help deploy complex architectures in a reliable manner and with shorter time to market. Security of 

payment systems is of utmost importance and needs to be used as part of the CI/CD pipeline. Security testing, including 

dynamic and static application security testing, runtime application self-protection (RASP), infrastructure as code 

scanning, API testing, and compliance checks must be integrated into the CI/CD pipelines using a set of tools. 

 

The principles of Infrastructure as Code (Isac) must be followed, using tools like Terraform, CDK, AWS Cloud 

Formation, and Deployments in Kubernetes. The environments must be easily reproducible, enabling support for 

production-like environments for staging, testing, UAT, and development. Immutable infrastructure principles supported 

by tools like AWS AMI Builder, Packer and Jenkins/Kubernetes Master are essential. The deployment pipeline on 

Kubernetes helps build, scan, test, sign, and deploy container images in the registry on successful testing. Security 

scanning must also include image scanning in the container registry and mandatory checking of vulnerability assessment 

reports before deploying the application in production. 

 

 



International Journal of Advanced Engineering Science and Information Technology (IJAESIT) 

|ISSN 2349-3216| Volume 9, Issue 4, July – August 2026| Bimonthly, Peer Reviewed and Scholarly Indexed Journal| 

DOI: 10.15662/IJAESIT.2026.0904006 

IJAESIT©2026         https://iadier-academy.org/index.php/IJAESIT                                                                   1307 

6.1. CI/CD Pipelines for Secure Payments: The application and data pipelines must be validated and updated regularly 

to achieve safe incremental changes to the digital payment service. Continuous Integration and Continuous Deployment 

(CI/CD) methods can be successfully applied using cloud and DevOps practices. Security measures must also be 

integrated into the CI/CD process so that code is reviewed not only for functionality, but also for security vulnerabilities. 

One approach, a DevSecOps pipeline, integrates Security into the continuous testing phase of traditional DevOps CI/CD 

use. 

 

Continuous Integration for Cloud-Native Microservices follows the pattern of CI/CD developed for cloud-based 

microservices application development. Virtual Container technology enables Developer and Frequent Short Feedback 

Cycles, and common tools for Container Build, Quality Test and Deployment are using or re-implementing. However, a 

cloud-based approach focuses on cooperation between different development teams rather than reducing personal wait 

time and resource use. 

 

Any CI/CD Build should also include automatic Security Testing. It should include checks to ensure vulnerability scans 

of applications are a normal part of the CI/CD Cycle, and that these are not skipped. An internal standard on connection 

to external resources should be developed and applied through a CI/CD checkpoint. Penetration Testing of the Container 

Image prior to going to Production should also be enforced. 

 

Securing continuous testing of the application regularly with Fuzz Testing is suggested to support secure deployment of 

the cloud-native financial payments service. Regular Transient Environment Debugging, Scanning and Penetration 

Testing and Automated Secrets Protection ensure Security Checks occur regularly. 

 

Equation 4: CI/CD Security Gate Math (ties to “security testing must be integrated into CI/CD”) 

Step 1: Escape probability across all gates  
If independent: 

𝑃(escape) = ∏(1 − 𝑞𝑖)

𝑖

 

Step 2: Detection probability 

𝑃(detect) = 1 −∏(1 − 𝑞𝑖)

𝑖

 

➡️ The PDF includes a bar chart showing the pipeline security checkpoints (illustrative). 

 

6.2. Infrastructure as Code and Immutable Infrastructure: To enhance management simplicity with multi-cloud 

deployment strategies that reduce recovery times, cloud-native services are designed as first-class components without 

compromise, enabling immutable infrastructure management models with infrastructure as code configured in provision 

workflows. Deployment-management patterns supporting DevOps and SRE teams are simplified through automated 

enablement of preconfigured continuous integration and delivery processes as part of provisioning workflows. Ad-hoc 

integration of multiple developer teams and dev packages through dev cloud environments enhance development speed. 

Validation capabilities, such as dynamic QA environments using regression and performance testing, are already 

integrated with the infrastructure as code through pipeline stages. 

 

Communication in the form of chatbot systems is a natural integration for understanding management of payments that 

integrate with specialized network management and payment fraud systems while providing access control, risk scoring, 

and management through natural language queries and responses. Risk analysis, including multi-agent gaming strategies 

at different levels of abstraction, via engineering with generative modeling techniques is a natural integration at the 

payment fraud detection at different abstraction levels, enabling consideration for modeling and visualization with a 

generative approach and response prediction from scene analysis and strategic 

 

Compliance support through proactive analysis of emerging laws and regulations described in generative models is also 

possible. Integration of risk analysis through generative modeling directly enhances the security of fraud systems that 

utilize schema vulnerability scans, tomography pattern detection, malicious activity detection, and service node 

generation. 

 

VII. CONCLUSION 

 

The proposed architecture clearly expresses integrated, cloud-native principles and is intended to unlock the DevOps 

automation potential for highly sensitive financial payments systems. Generative AI techniques are utilized to enhance 

real-world risk analysis capabilities within natural constraints, while continuous integration, continuous deployment, and 
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Site Reliability Engineering best practices spearhead continuous automation of end-to-end solution development, testing, 

validation, and deployment. 

 

Emerging trends may redefine aspects nowadays considered key. Central banks are venturing into central bank digital 

currencies, offering the promise of free-money payments for all parties and the various implications of significant 

currency substitution within the financial economy. Market-based crypto-assets—beyond Bitcoin, still the poster child—

offer novel forms of pseudo-private money and their own set of opportunities and hazards. Risk analysis using generative 

models, presently still an experimental endeavor, may become commonplace, with further incentives for organizations 

delivering real-time risk analysis models to gain a business advantage. Such models hold the potential for a new round 

of open data and privacy discussions, especially if cryptographic mechanisms such as differential privacy continue to 

prosper. 

 

 
 

7.1. Emerging Trends: DevOps-oriented cloud-native financial payment architectures employing generative artificial 

intelligence (AI) risk assessment systems are truly novel. While separate elements exist in industry practice and academic 

publications, deploying them collectively to protect payment systems from risk is uncharted territory, although early 

indications suggest potential commercial or academic value. 

 

Efficient risk analysis methods, notably those based on natural-language processing models—have potential applicability 

across verticals, including finance and payments. Yet existing literature has overlooked the integration of these 

capabilities into payment processing infrastructure. Furthermore, with security at the forefront of payment-system design, 

models, data, and methods used in generative risk analysis must preserve data confidentiality while delivering real-world 

utility, covering all payment-related operations across geographic or corporate boundaries. These requirements are often 

not fulfilled in existing models, which expose sensitive data, lack sound statistical foundations, or both. A solution 

capable of realizing the model without exposing the data would thus provide a technological leap. 

 

REFERENCES 

 

1. Mohan, A. A., Maguluri, K. K., Yasmeen, Z., & Pandugula, C. (2025). Evaluating the structural performance of 

axially loaded stainless steel circular tubular columns with ultra‐high‐performance concrete using an optimized attention 

pyramid convolutional neural network. Structural Concrete. 

2. Kannan, S. (2025). Transforming community engagement with generative ai: harnessing machine learning and neural 

networks for hunger alleviation and global food security. Cuestiones de Fisioterapia, 54(4), 953-963. 

3. Mashetty, S. (2025). LEVERAGING DEEP LEARNING, NEURAL NETWORKS, AND DATA ENGINEERING 

FOR INTELLIGENT MORTGAGE LOAN VALIDATION. INTERNATIONAL JOURNAL OF SOCIAL SCIENCE & 

INTERDISCIPLINARY RESEARCH ISSN: 2277-3630 Impact factor: 8.036, 14(04), 51-65.. 

4. Chava, K., Challa, S. R., Sriram, H. K., Chakilam, C., Kannan, S., & Annapareddy, V. N. (2025, July). Utilizing 

Query Performance in NoSQL Databases for Applications Based on Big Data. In 2025 2nd International Conference on 

New Frontiers in Communication, Automation, Management and Security (ICCAMS) (pp. 1-6). IEEE. 

5. Sirisha, N., Kumar, D. S., Ilanchezhian, P., Komaragiri, V. B., Sri, G. K., & Thamizhkani, B. (2025, May). Energy 

Aware Artificial Intelligence Models for Scalable Digital Interactions Efficient Resource Management and Carbon 

Neutral Sustainable Technology Innovations. In International Conference on Sustainability Innovation in Computing and 

Engineering (ICSICE 2024) (pp. 576-586). Atlantis Press. 



International Journal of Advanced Engineering Science and Information Technology (IJAESIT) 

|ISSN 2349-3216| Volume 9, Issue 4, July – August 2026| Bimonthly, Peer Reviewed and Scholarly Indexed Journal| 

DOI: 10.15662/IJAESIT.2026.0904006 

IJAESIT©2026         https://iadier-academy.org/index.php/IJAESIT                                                                   1309 

6. Kumar, M. V. K., Kannan, S., Annapareddy, V. N., Adusupalli, B., Paleti, S., & Challa, S. R. (2025, July). 

Transforming Underground Electric Cable Management with AI in Smart Cities. In 2025 2nd International Conference 

on Computing and Data Science (ICCDS) (pp. 1-6). IEEE. 

7. Ganti, V. K. A. T. (2025). Federated edge computing for privacy-preserving analytics in healthcare and IoT systems. 

International Journal of Computer Trends and Technology. 

8. Vellela, S. S., Purimetla, N. R., Rao, P. V., Daniel, V. A. A., Koppolu, H. K. R., & Janani, B. (2025). AI-Enabled 

Wearable Hemodynamic Monitoring System for Early Identification of Thrombotic Events. Vascular and Endovascular 

Review, 8(16s), 321-336. 

9. Chakilam, C., Kannan, S., Recharla, M., Suura, S. R., & Nuka, S. T. (2025). The impact of big data and cloud 

computing on genetic testing and reproductive health management. American Journal of Psychiatric Rehabilitation, 

28(1), 62-72. 

10. Consumer, R. E. P. (2025, May). Artificial Intelligence Infused Real Time Interaction Systems for Next Generation 

Retail Experiences Personalized Consumer Insights and Augmented Shopping Journeys. In Proceedings of the 

International Conference on Sustainability Innovation in Computing and Engineering (ICSICE 24) (p. 208). Springer 

Nature. 

11. Komaragiri, V. B. (2025). Agentic ai for autonomous network orchestration: A new frontier in telecommunications. 

eksplorium-buletin pusat teknologi bahan galian nuklir, 46(1), 221-241. 

12. Pamisetty, A. (2025). The Psychology of Addiction: Understanding Behavioral Patterns. SCIENTIFIC CULTURE, 

11(1), 1-15. 

13. Kumar, S. S., Garapati, R. S., Segireddy, A. R., Kalisetty, S., Inala, R., & Nagabhyru, K. C. (2026, March). Hybrid 

Deep Neural Network–DevOps 

14. Annapareddy, V. N. (2025). The Intersection of Big Data, Cybersecurity, and ERP Systems: A Deep Learning 

Perspective. Journal of Artificial Intelligence and Big Data Disciplines, 2(1), 45-53.  Pipeline Optimization for Risk 

Prediction in Cloud-Native Workers’ Compensation Platforms. In 2026 IEEE International Conference for Convergence 

in Computing Technology (I3CTCON) (pp. 1-6). IEEE. 

15. Chabokpour, J., Kalisetty, S., Malempati, M., Challa, K., Mandala, V., Kumar, B., & Azamathulla, H. M. (2025). 

Integrating Hydrological and Hydraulic Approaches for Adaptive Environmental Flow Management: A Multi-Method 

Approach for Adaptive River Management in Semi-Arid Regions. Water, 17(7), 926. 

16. Singireddy, S., Pandiri, L., Motamary, S., Kummari, D. N., Somu, B., & Lakkarasu, P. (2025, August). Blockchain-

Powered Claims Validation for Enhancing Trust in Health and Auto Insurance Ecosystems. In International Conference 

on Artificial Intelligence: Theory and Applications (pp. 26-38). Cham: Springer Nature Switzerland. 

17. Manikandan, K., Pamisetty, V., Challa, S. R., Komaragiri, V. B., Challa, K., & Chava, K. (2025). Scalability and 

efficiency in distributed big data architectures: a comparative study. Metallurgical and Materials Engineering, 31(3), 40-

49. 

18. Sriram, H. K., Gadi, A. L., Challa, K., & Singreddy, S. (2025). Leveraging AI, ML, and Gen AI in Automotive and 

Financial Services: Data-Driven Approaches to Insurance, Payments, Identity Protection, and Sustainable Innovation. 

Anil Lokesh and Challa, Kishore and singreddy, Sneha, Leveraging AI, ML, and Gen AI in Automotive and Financial 

Services: Data-Driven Approaches to Insurance, Payments, Identity Protection, and Sustainable Innovation (March 25, 

2025). 

19. Meda, R., Motamary, S., Dodda, A., Kummari, D. N., Kaulwar, P. K., & Gadi, A. L. (2025, August). Edge-AI 

Integration for Accelerated Decision-Making in Industrial Robotics and Manufacturing Plants. In International 

Conference on Artificial Intelligence: Theory and Applications (pp. 332-344). Cham: Springer Nature Switzerland. 

20. Ceasar, M. J., Karthik, N. L., Paleti, S., & Devaru, S. D. B. Entrepreneurial risk-taking and cultural values: A global 

behavioral perspective. 

21. Koti¹, V. M., S, A. J., Vinoth, M., & Bordoloi, D. (2025, May). AI-Driven Gamification Models for Long-Term 

Educational Engagement. In Proceedings of the International Conference on Sustainability Innovation in Computing and 

Engineering (ICSICE 24) (p. 73). Springer Nature. 

22. Suura, S. R., Chava, K., Chakilam, C., Malempati, M., & Nuka, S. T. (2025, April). Revolutionizing Retail Supply 

Chains with AI and Cloud Computing: A Big Data Approach to Demand Forecasting and Logistics Optimization. In 

International Conference on Smart Computing and Informatics (pp. 271-283). Cham: Springer Nature Switzerland. 

23. Amistapuram, K., Pandiri, L., Raju, V. R., Paleti, S., Singireddy, S., & Sheelam, G. K. (2025, December). AI-Based 

Cloud Infrastructure and MLOps Frameworks for Scalable Data Engineering Across Banking and Insurance. In 2025 

IEEE International Conference on Communication Networks and Computing (CNC) (pp. 186-192). IEEE. 

24. Sadhukhan, S. K., Jaishankar, R., Adusupalli, B., Revathi, V. M., Kaliappan, S., & Ponnusamy, M. (2025, October). 

Healthcare Insurance Fraud Detection Using a Blockchain–Deep Neural Network–AdaBoost Hybrid Model. In 2025 2nd 

Asian Conference on Intelligent Technologies (ACOIT) (pp. 1-6). IEEE. 

25. Koppolu, H. K. R., Munnangi, A. S. M., Reddy, M. B., & Ravulapalli, L. T. (2025). Artificial Intelligence–Based 

Evaluation of ApoA-I’s Anti-Inflammatory and Anti-Fibrotic Roles in Experimental Pulmonary Injury. Vascular and 

Endovascular Review, 8(16s), 299-313. 



International Journal of Advanced Engineering Science and Information Technology (IJAESIT) 

|ISSN 2349-3216| Volume 9, Issue 4, July – August 2026| Bimonthly, Peer Reviewed and Scholarly Indexed Journal| 

DOI: 10.15662/IJAESIT.2026.0904006 

IJAESIT©2026         https://iadier-academy.org/index.php/IJAESIT                                                                   1310 

26. Paleti, S., Kummari, D. N., Garapati, R. S., Sheelam, G. K., Adusupalli, B., & Singireddy, J. (2025, December). 

Building a Cyber-Resilient Payment Infrastructure: Transforming Payment Security with Zero Trust Architecture. In 

2025 3rd International Conference on IoT, Communication and Automation Technology (ICICAT) (pp. 1-7). IEEE. 

27. Sheelam, G. K., Meda, R., Pamisetty, A., Nuka, S. T., & Sriram, H. K. (2025). Semantic Negotiation Among 

Autonomous AI Agents: Enabling Real-Time Decision Markets for Big Data-Driven Financial Ecosystems. Metallurgical 

and Materials Engineering, 31(4), 587-598. 

28. Chava, K., Suura, S. R., Burugulla, J. K. R., Malempati, M., Nuka, S. T., & Komaragiri, V. B. (2025, July). Machine 

Learning Enabled Financial Statements in Assessing a Business’s Performance. In 2025 2nd International Conference on 

New Frontiers in Communication, Automation, Management and Security (ICCAMS) (pp. 1-6). IEEE. 

29. Kumar, B. H., Nuka, S. T., Malempati, M., Sriram, H. K., Mashetty, S., & Kannan, S. (2025). Big data in 

cybersecurity: Enhancing threat detection with ai and ml. Metallurgical and Materials Engineering, 31(3), 12-20. 

30. Ganti, S., Vankayalapati, R. K., Krishnamoorthy, P., Thakare, P. S., Nayak, U. A., & Vignesh, P. (2025, February). 

Enhancing IoT-Driven Smart Home Security and Automation with a GCN Model. In 2025 3rd International Conference 

on Integrated Circuits and Communication Systems (ICICACS) (pp. 1-6). IEEE. 

31. Sheelam, G. K., & Komaragiri, V. B. (2025). Self-adaptive wireless communication: Leveraging ML and agentic AI 

in smart telecommunication networks. Metallurgical and Materials Engineering, 1381-1401. 

32. Krishnan, M., Aitha, A. R., Amistapuram, K., Nandan, B. P., Kaulwar, P. K., & Singireddy, J. (2025, November). 

Human-in-the-Loop Hybrid Neuro-Symbolic AI Model for Reliable Data Engineering in High-Stakes Industrial Systems. 

In 2025 IEEE 3rd Global Conference on Wireless Computing and Networking (GCWCN) (pp. 1-7). IEEE. 

33. Maguluri, K. K., Ganti, V. K. A. T., Yasmeen, Z., & Pandugula, C. (2025, January). Progressive GAN framework for 

realistic chest X-ray synthesis and data augmentation. In 2025 6th International Conference on Mobile Computing and 

Sustainable Informatics (ICMCSI) (pp. 755-760). IEEE. 

34. Vadisetty, R., Nuka, S. T., Kalisetty, S., Pandugula, C., Burugulla, J. K. R., & Annapareddy, V. N. (2025, February). 

Generative AI for Advanced Recycling Processes in Polyethylene and Polypropylene Manufacturing. In International 

Ethical Hacking Conference (pp. 269-284). Singapore: Springer Nature Singapore.  

35. Challa, S. R., Kaulwar, P. K., Koppolu, H. K. R., Adusupalli, B., & Suura, S. R. (2025, April). Big Data and AI in 

Wealth Management: Leveraging Cloud Computing for Secure and Scalable Financial Infrastructure. In International 

Conference on Smart Computing and Informatics (pp. 307-318). Cham: Springer Nature Switzerland.  

36. Paleti, S., Kummari, D. N., Garapati, R. S., Sheelam, G. K., Adusupalli, B., & Singireddy, J. (2025, December). 

Building a Cyber-Resilient Payment Infrastructure: Transforming Payment Security with Zero Trust Architecture. In 

2025 3rd International Conference on IoT, Communication and Automation Technology (ICICAT) (pp. 1-7). IEEE. 

37. Challa, K., Singireddy, J., Pamisetty, A., Garapati, R. S., Kannan, S., & Sriram, H. K. (2025, December). Harnessing 

Agentic AI and IT Infrastructure in Banking to Drive Consumer Insights, Operational Excellence, and Intelligent 

Financial Innovation. In 2025 3rd International Conference on IoT, Communication and Automation Technology 

(ICICAT) (pp. 1-7). IEEE. 

38. Recharla, M., Chakilam, C., Kannan, S., Nuka, S. T., & Suura, S. R. (2025). Revolutionizing healthcare with 

generative AI: enhancing patient care, disease research, and early intervention strategies. American Journal of Psychiatric 

Rehabilitation, 28(1), 98-111. 

39. Burugulla, J. K. R., Kannan, S., Malempati, M., Challa, H. A. H. S. R., Pandugula, C., & Goma, T. (2025, April). 

Federated Learning Based Cloud Computing Solutions with Privacy Preservation for Intelligent Utilities. In 2025 4th 

OPJU International Technology Conference (OTCON) on Smart Computing for Innovation and Advancement in Industry 

5.0 (pp. 1-6). IEEE. 

40. Rani, P. S., Amistapuram, K., Pamisetty, V., Singireddy, S., Kummari, D. N., & Sheelam, G. K. (2025, November). 

Hybrid Knowledge Graph–Deep Learning Framework for Automated Exception Handling and Investigation in Complex 

Insurance Claims. In 2025 IEEE 3rd Global Conference on Wireless Computing and Networking (GCWCN) (pp. 1-6). 

IEEE. 

41. Syed, S., Nampalli, R. C. R., Nikam, M., Krishnan, T., & Perada, A. (2025, February). IoT-Driven Environmental 

Pollution Monitoring with a Deep Attentional Hybrid Transformer Model. In 2025 International Conference on Emerging 

Systems and Intelligent Computing (ESIC) (pp. 356-361). IEEE 

42. Mashetty, S., & Valiki, S. (2025). AI-Powered Data Engineering for Intelligent Retail Stock Management. 

International Journal of Research and Applied Innovations, 8(6), 13096-13109. 

43. Recharla, M., & Nuka, S. T. (2025). Translational Approaches To Commercializing Neurodegenerative Therapies: 

Bridging Laboratory Research With Clinical Practice. South Eastern European Journal of Public Health, 121-144. 

44. Pote¹, X. R., Pamisetty, A., Karthikeyan, G., & Gupta¹, D. (2025, May). Artificial Intelligence Enabled Smart Energy 

Conservation Systems for Intelligent Resource Management and Sustainable Future Power Grids. In Proceedings of the 

International Conference on Sustainability Innovation in Computing and Engineering (ICSICE 24) (p. 196). Springer 

Nature. 



International Journal of Advanced Engineering Science and Information Technology (IJAESIT) 

|ISSN 2349-3216| Volume 9, Issue 4, July – August 2026| Bimonthly, Peer Reviewed and Scholarly Indexed Journal| 

DOI: 10.15662/IJAESIT.2026.0904006 

IJAESIT©2026         https://iadier-academy.org/index.php/IJAESIT                                                                   1311 

45. Maguluri, K. K., Chandrasekar, M., Gorshetwar, S. D., Prasanna, S., Anusuya, M., & Vallarasu, K. (2025, February). 

Applications and advancements of nanoparticle-based drug delivery in lung cancer treatment. In 2025 3rd International 

Conference on Integrated Circuits and Communication Systems (ICICACS) (pp. 1-6). IEEE. 

46. Suura, S. R., Chava, K., Chakilam, C., Nuka, S. T., Maguluri, K. K., & Goma, T. (2025, April). Blockchain-Based 

Secure and Scalable Models for Healthcare Network Traffic Monitoring and Optimization. In 2025 4th OPJU 

International Technology Conference (OTCON) on Smart Computing for Innovation and Advancement in Industry 5.0 

(pp. 1-6). IEEE. 

47. Ande, R., Pandugula, C., Mehta, D., Vankayalapati, R., Birbal, P., Verma, S., ... & Nanavati, N. (2025). 

Understanding climate change impacts on streamflow by using machine learning: case study of Godavari Basin. Water, 

17(8), 1171. 

48. Pandugula, C., Ganti, V. K. A. T., Kalisetty, S., Ande, R., & Mehta, D. (2025). Modeling the Som Kamla Amba Sub-

Watershed Using Artificial Neural Networks (ANN) and the SWAT Tool. Available at SSRN 5341614. 

49. Kalisetty, S., Lakkarasu, P., Singireddy, S., Burugulla, J. K. R., Challa, K., & Gadi, A. L. (2025, August). Next-Gen 

Payment Gateways: Leveraging Federated Learning for Fraud Detection in Cross-Border Transactions. In International 

Conference on Artificial Intelligence: Theory and Applications (pp. 200-211). Cham: Springer Nature Switzerland. 

50. Inala, R. (2025). A Unified Framework for Agentic AI and Data Products: Enhancing Cloud, Big Data, and Machine 

Learning in Supply Chain, Insurance, Retail, and Manufacturing. EKSPLORIUM-BULETIN PUSAT TEKNOLOGI 

BAHAN GALIAN NUKLIR, 46(1), 1614-1628. 

51. Mahadevan, S. (2024). Empowering Manufacturing: Generative AI Revolutionizes ERP Application. Int. J. Innov. 

Sci. Res, 9, 593-595. 

52. Narasareddy Annapareddy, V., Pamisetty, A., Malempati, M., Kaulwar, P. K., & Bhardwaj Komaragiri, V. (2025, 

April). Enhancing Solar Power System Efficiency Through AI-Driven Predictive Maintenance and Cloud-Based 

Infrastructure Stability Solutions. In International Conference on Smart Computing and Informatics (pp. 328-337). Cham: 

Springer Nature Switzerland. 

53. Vadisetty, R., Kannan, S., Vankayalapati, R. K., Sriram, H. K., Chakilam, C., & Malempati, M. (2025, February). 

AI-Driven Analysis of Urban Heat Islands for Sustainable City Planning. In International Ethical Hacking Conference 

(pp. 131-147). Singapore: Springer Nature Singapore. 

54. Komaragiri, V. B., Keerthana, G., Fathima, S. K., Vats, S., Priya, R. V., & Sivagami, S. (2025, May). Quantum 

Computing Integrated Digital Interaction Platforms for Secure Public Engagement Decentralized Data Exchange and 

Policy Optimization. In International Conference on Sustainability Innovation in Computing and Engineering (ICSICE 

2024) (pp. 1989-2001). Atlantis Press. 

55. Kumar, B. H., Nuka, S. T., Recharla, M., Chakilam, C., Suura, S. R., & Pandugula, C. (2025, July). Addressing 

Ethical Challenges in AI-Driven Health Predictions. In 2025 2nd International Conference on Computing and Data 

Science (ICCDS) (pp. 1-6). IEEE. 

56. Polineni, T. N. S., Yasmeen, Z., Ganti, V. K. A. T., Nirvin, P., & Vignesh, P. (2025, February). Climate Change 

Perception and Adaptation Strategies for Crop Growth with CNN and BiGRU Models. In 2025 3rd International 

Conference on Integrated Circuits and Communication Systems (ICICACS) (pp. 1-6). IEEE. 

57. KOTHAPALLI, S. L., SEENU, A., DILEEP, V., & YASMEEN, Z. (2025). THE FUTURE OF CUSTOMER 

ENGAGEMENT IN RETAIL BANKING: EXPLORING THE POTENTIAL OF AUGMENTED REALITY AND 

IMMERSIVE TECHNOLOGIES. INTERNATIONAL JOURNAL, 73(1), 72-79.  

58. Kannan, S., Raghavendra, C., Kumar, J. S., Narayanasamy, S., Balaram, A., & Aravindh, S. (2025, May). Edge 

Computing and Artificial Intelligence Powered Dynamic Environmental Conservation Strategies for Sustainable 

Ecosystem Management and Predictive Climate Analysis. In International Conference on Sustainability Innovation in 

Computing and Engineering (ICSICE 2024) (pp. 477-490). Atlantis Press. 

59. Koppolu, H. K. R., Gadi, A. L., Motamary, S., Dodda, A., & Suura, S. R. (2025). Dynamic Orchestration of Data 

Pipelines via Agentic AI: Adaptive Resource Allocation and Workflow Optimization in Cloud-Native Analytics 

Platforms. Metallurgical and Materials Engineering, 31(4), 625-637.  

60. Adusupalli, B., Malempati, M., Paleti, S., Mashetty, S., & Singireddy, J. (2025). Integrated financial ecosystems: AI-

driven innovations in taxation, insurance, mortgage analytics, and community investment through cloud, big data, and 

advanced data engineering. Journal of Information Systems Engineering and Management, 10, 1103-1117. 

61. Nandan, B. P., Kumar, M. V. K., Garapati, R. S., Bandi, V. D. V. K., Davuluri, P. N., & Mangalampalli, B. M. (2026, 

March). AI-Enhanced Semiconductor Yield Optimization Using Hybrid Deep Learning and Edge Data Analytics. In 

2026 IEEE International Conference on AI Engineering and Innovations (AIEI) (pp. 1-6). IEEE.  

62. Priyanka, R. P., Annapareddy, V. N., Yenugu, B. C., Nagabhyru, K. C., & Kapila, D. (2025, September). Optimization 

of Battery Management Systems Using Machine Learning. In 2025 International Conference on Computing and 

Communications (COMPUTINGCON) (pp. 1-6). IEEE.  

63. Mahadevan, S. (2024). Clouding the Future: Innovating Towards Net-Zero Emissions. International Journal of 

Computing and Engineering, 6(2), 17-23. 



International Journal of Advanced Engineering Science and Information Technology (IJAESIT) 

|ISSN 2349-3216| Volume 9, Issue 4, July – August 2026| Bimonthly, Peer Reviewed and Scholarly Indexed Journal| 

DOI: 10.15662/IJAESIT.2026.0904006 

IJAESIT©2026         https://iadier-academy.org/index.php/IJAESIT                                                                   1312 

64. Chakraborty, S., Pamisetty, A., Chandana, N., & CS, B. (2025, October). Depth-Wise Temporal Convolutional 

Networks with Layer Normalization for Waste Food Prediction. In 2025 2nd International Conference on Software, 

Systems and Information Technology (SSITCON) (pp. 1-6). IEEE.  

65. Garapati, R. S., Adusupalli, B., Kaulwar, P. K., Gadi, A. L., Annapareddy, V. N., & Challa, K. (2025, December). 

The Evolution of Digital Payments: A Study on AI-Powered Transaction Monitoring Systems. In 2025 3rd International 

Conference on IoT, Communication and Automation Technology (ICICAT) (pp. 1-8). IEEE. 

66. Annapareddy, V. N., Kollam, M., Challa, K., Vankayalapati, R. K., Malempati, M., & Yasmeen, Z. (2025). Building 

resilience in water resource management using artificial intelligence and interdisciplinary strategies for sustainable water 

security and future governance. Discover Water, 6(1), 7.  

67. Nagamani, A., Nuka, S. T., Iyyanar, P., Suzana, A. A., Nayak, M., & Kumar, S. S. (2025, May). Artificial Intelligence 

optimized citizen engagement platforms for resilient urban futures inclusive policy making and smart community driven 

governance. In International Conference on Sustainability Innovation in Computing and Engineering (ICSICE 2024) (pp. 

221-231). Atlantis Press.  

68. Nandal, N., Tyagi, K., Kumar, L., & Gadi, A. L. (2025, November). AI-Driven CV Analysis and Job Matching in 

HRM Using a Hybrid Fuzzy Logic-Deep Neural Network Approach for Higher Education. In 2025 IEEE 3rd Global 

Conference on Wireless Computing and Networking (GCWCN) (pp. 1-6). IEEE.  

69. Endla, P., Kannan, S., Adhiyaman, M., Ramulu, K. P., Kumar, B. B. C., & Hemamalini, M. (2025, May). Sustainable 

Artificial Intelligence Orchestrated Urban Planning Models with Digital Twin Technology for Smart Cities and Green 

Development. In International Conference on Sustainability Innovation in Computing and Engineering (ICSICE 2024) 

(pp. 1044-1058). Atlantis Press.   

70. Annapareddy, V. N., Challa, K., Komaragiri, V. B., Sriram, H. K., Kalisetty, S., & Goma, T. (2025, April). Explaining 

AI Techniques such as SHAP LIME and RISE in Limited Sample Size Neuroimaging Studies. In 2025 4th OPJU 

International Technology Conference (OTCON) on Smart Computing for Innovation and Advancement in Industry 5.0 

(pp. 1-6). IEEE.  

71. Davuluri, P. S. L. (2023). AI-Augmented Sanctions Screening: Enhancing Accuracy and Latency in Real Time 

Compliance Systems. AI-Augmented Sanctions Screening: Enhancing Accuracy and Latency in Real Time Compliance 

Systems (December 15, 2023). 

72. Vankayalapati, R. K. (2025). Zero-trust security models for cloud data analytics: Enhancing privacy in distributed 

systems. Available at SSRN 5121185.  

73. Dodda, A., Polineni, T. N. S., Yasmeen, Z., Vankayalapati, R. K., & Ganti, V. K. A. T. (2025, January). Inclusive 

and Transparent Loan Prediction: A Cost-Sensitive Stacking Model for Financial Analytics. In 2025 6th International 

Conference on Mobile Computing and Sustainable Informatics (ICMCSI) (pp. 749-754). IEEE. 

74. Challa, K., Challa, S. R., Pamisetty, A., Kaulwar, P. K., & Koppolu, H. K. R. (2025, December). Transforming 

Payments: The Role of AI and Big Data in Fraud Alerts, Credit Monitoring, and Secure Transactions. In 2025 IEEE 

International Conference on Communication Networks and Computing (CNC) (pp. 1406-1414). IEEE.  

75. Kummari, D. N., Challa, S. R., Pamisetty, V., Motamary, S., & Meda, R. (2025). Unifying temporal reasoning and 

agentic machine learning: A framework for proactive fault detection in dynamic, data-intensive environments. 

Metallurgical and Materials Engineering, 31(4), 552-568. 

76. Challa, S. R., Burugulla, J. K. R., Pamisetty, A., Challa, K., & Paleti, S. (2025, April). AI and ML-Powered 

Cybersecurity Strategies for Cloud Computing: Ensuring Infrastructure Stability in Financial and Retail Sectors. In 

International Conference on Smart Computing and Informatics (pp. 315-327). Cham: Springer Nature Switzerland. 


